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Sobelow is a security-focused static analysis tool for Elixir & the
Phoenix framework. For security researchers, it is a useful
tool for getting a quick view of points-of-interest. For
project maintainers, it can be used to prevent the introduction
of a number of common vulnerabilities.
Currently Sobelow detects some types of the following
security issues:
	Insecure configuration
	Known-vulnerable Dependencies
	Cross-Site Scripting
	SQL injection
	Command injection
	Code execution
	Denial of Service
	Directory traversal
	Unsafe serialization

Potential vulnerabilities are flagged in different colors
according to confidence in their insecurity. High confidence is
red, medium confidence is yellow, and low confidence is green.
A finding is typically marked "low confidence" if it looks
like a function could be used insecurely, but it cannot
reliably be determined if the function accepts user-supplied
input. i.e. If a finding is marked green, it may be
critically insecure, but it will require greater manual
validation.
Note: This project is in constant development, and
additional vulnerabilities will be flagged as time goes on.
If you encounter a bug, or would like to request additional
features or security checks, please open an issue!
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  Installation


To use Sobelow, you can add it to your application's dependencies.
def deps do
  [
    {:sobelow, "~> 0.14", only: [:dev, :test], runtime: false, warn_if_outdated: true}
  ]
end
You can also install Sobelow globally by executing the following
from the command line:
$ mix escript.install hex sobelow

To install from the main branch, rather than the latest release,
the following command can be used:
$ mix escript.install github sobelow/sobelow


  
    
  
  To Use


After installation, the simplest way to scan a Phoenix project is to run the
following from the project root:
$ mix sobelow


  
    
  
  Options


Note: Any path arguments should be absolute paths, or
relative to the application root.
	--root or -r - Specify the application root directory.
Accepts a path argument, e.g. ../my_project.

	--verbose or -v - Print code snippets and additional
finding details.

	--ignore or -i - Ignore given finding types. Accepts a
comma-separated list of module names, e.g. XSS.Raw,Traversal.

	--ignore-files - Ignore files. Accepts a comma-separated
list of file names, e.g. config/prod.exs.

	--include-mix-tasks - Also scan lib/mix/tasks/.

	--include-scripts - Also scan .exs under lib/, and source files under
scripts/ and priv/.

	--details or -d - Get finding-type details. Accepts a
single module name, e.g. Config.CSRF.

	--all-details - Get details of all finding-types.

	--private - Skip update checks.

	--summary - Print discovered, scanned, ignored, unreadable, unparseable,
and pending file counts on stderr. JSON findings keep their existing fields.
Non-strict scans warn when source or templates cannot be read or parsed;
SARIF also includes these warnings as invocation notifications.

	--strict - Exit 2 on a source or template parse failure.

	--router - Specify router location. This only needs to be
used if the router location is non-standard. Accepts a path
argument, e.g. my/strange/router.ex.

	--no-router - Scan a project that has no Phoenix router, such as a plain
Elixir library. Sobelow otherwise warns that it cannot find one. The
router-dependent checks (Config.CSRF, Config.CSRFRoute, Config.Headers,
and Config.CSP) are skipped either way, since there is nothing for them to
inspect. This is shorthand for --router :none, which can also be set in
.sobelow-conf as router: :none.

	--exit - Return non-zero exit status at or above a confidence
threshold of low, medium, or high. Defaults to false which returns a zero exit status

	--threshold - Return findings at or above a confidence level
of low (default), medium, or high.

	--format or -f - Specify findings output format. Accepts txt, json,
sarif, github, quiet, compact, or flycheck.
  Note that options such as --verbose will not work with the json format.
  All json formatted findings contain a type, file, and line key.
  Other keys may vary.
  github emits GitHub Actions workflow annotations. Each finding is a
  warning with its confidence level in the message. Locations are relative
  to GITHUB_WORKSPACE when set, so scans from a subdirectory attach to the
  repository's files. Otherwise, locations are relative to the current
  directory. Findings without a location use line 1, column 1.

	--quiet - Return a single line indicating number of findings.
Otherwise, return no output if there are no findings.

	--compact - Minimal, single-line findings with output colorised
according to confidence.

	--flycheck - Minimal, single-line findings that are compatible
with flycheck-based tooling.

	--save-config - Generates a configuration file based on command
line options. See Configuration Files for more
information.

	--[no-]config - Run Sobelow with or without configuration file. See Configuration Files
for more information.

	--mark-skip-all - Mark all displayed findings as skippable.

	--clear-skip - Clear configuration created by --mark-skip-all.

	--legacy-skips - Append to .sobelow-skips rather than rewriting it in
sorted order. Only needed if you have tooling that relies on the file being
append-only.

	--skip - Ignore findings that have been marked for skipping. See False Positives
for more information.

	--version - Outputs the current version of Sobelow. This is useful for CI steps or integration with other tools like Salus.



  
    
  
  Configuration Files


Sobelow allows users to save frequently used options in a
configuration file. For example, if you find yourself constantly
running:
$ mix sobelow -i XSS.Raw,Traversal --verbose --exit Low

You can use the --save-config flag to create your .sobelow-conf
config file:
$ mix sobelow -i XSS.Raw,Traversal --verbose --exit Low --save-config

This command will create the .sobelow-conf file at the root
of your application. You can edit this file directly to make
changes.
You can also run the command without any options:
$ mix sobelow --save-config

when you first start out using this package - the generated configuration file
will be populated with the default values for each option. (This helps in
quickly incorporating this package into a pre-existing codebase.)
The .sobelow-conf file is automatically used if detected. CLI switches will
take precedence over options in the config file. You can also specify
--no-config to prevent any config file settings being used if needed.

  
    
  
  False Positives


Sobelow favors over-reporting versus under-reporting. As such,
you may find a number of false positives in a typical scan.
These findings may be individually ignored by adding a
# sobelow_skip comment, along with a list of modules, before
the function definition.
# sobelow_skip ["Traversal"]
def vuln_func(...) do
  ...
end
The same syntax works for Phoenix router pipelines, which is
useful for configuration findings such as Config.CSRF and
Config.Headers:
# sobelow_skip ["Config.Headers"]
pipeline :browser do
  ...
end
Listing the parent Config module skips every Config check on
that pipeline, in the same way that -i Config ignores the
whole group.
When integrating Sobelow into a new project, there can be a
large number of false positives. To mark all printed findings
as false positives, run sobelow with the --mark-skip-all flag.
Once you have tagged the appropriate findings, run
Sobelow with the --skip flag.
$ mix sobelow --skip

While # sobelow_skip comments mark function- and pipeline-level
findings, the --mark-skip-all flag can be used to skip any
finding type.

  
    
  
  Modules


Findings categories are broken up into modules. These modules
can then be used to either ignore classes of findings (via the
ignore and skip options) or to get vulnerability details (via the
details option).
This list, and other helpful information, can be found on the
command line:
$ mix help sobelow


  
    
  
  Usage Rules


Sobelow ships a usage-rules.md covering how to interpret
confidence levels, suppress false positives correctly, and wire the tool into CI.
It follows the usage_rules convention, so
projects using an AI coding assistant can pull it into their agent's context:
$ mix usage_rules.sync AGENTS.md sobelow


  
    
  
  Umbrella Apps


In order to run Sobelow against all child apps within an umbrella app with a single command, you can add an alias for sobelow in your root mix.exs file:
defp aliases do
  [
    sobelow: ["cmd mix sobelow"]
  ]
end
If you wish to use configuration files in an umbrella app, create a .sobelow-conf in each child application.

  
    
  
  Development and Coverage


Run the tests and repository checks with:
mix test
MIX_ENV=test mix coveralls.html
mix test.all
MIX_ENV=prod mix escript.build
bash test/escript_smoke.sh

mix coveralls.html runs the full test suite, enforces the 98% line coverage
minimum, and writes cover/excoveralls.html. CI uses this command on its newest
Elixir/OTP entry; other entries run mix test. mix test.all checks formatting,
compiler warnings, dependencies and Credo, and does not run the tests.
Coverage excludes the test harness, the deprecated documentation-only
Misc.FilePath module, and the developer-only --diff command that launches
external Mix processes. Fixture applications remain regression inputs and are
explicitly ignored by test discovery; they and benchmark scripts are not in the
compiled application paths. Modules with no executable lines display as covered
without adding lines to the coverage total.
Production security checks, CLI handling and defensive error paths stay in the
coverage scope. VM termination cannot be measured in the parent test process, so
the escript smoke tests also verify strict source/template/inline-template errors,
failure and clean-scan exit thresholds, malformed config, and skip clearing in
separate processes. Older-runtime fallbacks and unreachable defensive branches
can leave a small gap on a single runtime; coverage does not imply every branch
or supported runtime has been exercised.

  
    
  
  Updates


When scanning a project, Sobelow will occasionally check for
updates, and will print an alert if a new version is available.
Sobelow keeps track of the last update-check by writing a
sobelow-vsn-check file to ~/.sobelow.
The location of that directory can be changed with the
SOBELOW_HOME environment variable:
$ SOBELOW_HOME=/var/cache/sobelow mix sobelow

If this functionality is not desired, the --private flag can
be used with the scan. With --private, Sobelow makes no network
requests and does not write the cache file at all.


  

    
Sobelow usage rules
    

Sobelow is a security-focused static analyser for Elixir and Phoenix. It reads
source code, never runs it, and never contacts a running application.

  
    
  
  Running it


mix sobelow                 # scan the current project
mix sobelow -r ../my_app    # scan another project root

Add it as a dev/test dependency so mix sobelow is available:
{:sobelow, "~> 0.14", only: [:dev, :test], runtime: false, warn_if_outdated: true}
Sobelow scans one application at a time. For an umbrella, add an alias to the
root mix.exs and give each child app its own config file:
defp aliases do
  [sobelow: ["cmd mix sobelow"]]
end

  
    
  
  Confidence levels are triage guidance, not severity


Every finding carries High, Medium, or Low confidence. This is Sobelow's confidence
that the code is reachable with attacker-controlled input — not how bad the bug
would be.
	High — the tainted value traces back to a function parameter or conn.params.
	Medium — the dangerous call is present but the input source is less certain.
	Low — the pattern looks dangerous but Sobelow cannot tell whether it takes
user input. Often, but not always, a false positive.

Sobelow intentionally over-reports. A green (low) finding may still be critical.
Never tell a user their code is safe because findings are low confidence, and never
suppress low-confidence findings wholesale to make a build pass.
Use --threshold low|medium|high to filter the report by confidence.

  
    
  
  Suppressing false positives


There are two mechanisms and they are not interchangeable.
# sobelow_skip comments mark a specific function or a specific Phoenix
router pipeline. The comment must sit immediately above the def or pipeline
it applies to.
# sobelow_skip ["Traversal.SendFile", "XSS.Raw"]
def download(conn, params) do
  ...
end
On a pipeline they suppress the router configuration checks — Config.CSRF,
Config.Headers, and Config.CSP:
# sobelow_skip ["Config.CSRF"]
pipeline :api do
  ...
end
Listing the parent Config module suppresses every Config check on that
pipeline, the same way -i Config ignores the whole group.
Spacing does not matter, but the check names must be a list of double-quoted
strings. A comment Sobelow cannot read is reported on stderr with its file and
line rather than being ignored, so a skip that appears to do nothing is worth
checking the warnings for.
They still cannot suppress configuration findings that are not attached to a
function or a pipeline — Config.Secrets or Config.HTTPS, for instance, which
come from config/*.exs. Use --mark-skip-all for those.
--mark-skip-all writes every currently-reported finding to a .sobelow-skips
file, and works for all finding types including configuration ones. Use it when
adopting Sobelow on an existing codebase.
Either way, the skips only take effect when you pass --skip:
mix sobelow --mark-skip-all   # record the current findings as accepted
mix sobelow --skip            # scan, ignoring those
mix sobelow --clear-skip      # discard the recorded skips

Commit .sobelow-skips so the whole team and CI share the same baseline. The file
is rewritten in sorted order each time it is regenerated, so re-running
--mark-skip-all after fixing or adding a finding produces a small, readable diff
rather than reshuffling the file. Pass --legacy-skips if you need the older
append-only behaviour, which never rewrites lines it did not add.
Prefer # sobelow_skip with an explicit module list over --mark-skip-all when you
have only a handful of false positives — it documents the decision at the code, and
it does not go stale silently when the line moves.
--ignore (-i) is different again: it disables a whole check for the entire scan.
Reach for it only when a check does not apply to the project at all.

  
    
  
  Configuration file


--save-config writes a .sobelow-conf at the project root from the flags you
passed:
mix sobelow -i XSS.Raw,Traversal --verbose --exit Low --save-config

Precedence rules:
	.sobelow-conf is used automatically when present.
	CLI switches override the file.
	--no-config ignores the file for that run.

The file holds settings only. --version, --details, --all-details,
--save-config, and --diff pick what Sobelow does instead of configuring a
scan, and each ends the run before one happens, so they are ignored if they
appear in the file.
Commit .sobelow-conf. Paths in it are stored relative to the project root, so it
works on other machines and in CI.

  
    
  
  CI


Sobelow exits 0 by default, even when it finds things. To fail a build you must
pass --exit:
mix sobelow --exit medium     # non-zero if any medium or high finding exists
mix sobelow --exit            # bare --exit means low, i.e. fail on anything

A reasonable starting point for an existing codebase: baseline with
--mark-skip-all, then run mix sobelow --skip --exit low in CI so any new
finding fails the build.
Machine-readable output for other tooling:
mix sobelow --format json
mix sobelow --format sarif        # e.g. GitHub code scanning
mix sobelow --format sarif --out results.sarif
mix sobelow --format github       # GitHub Actions workflow annotations

--out implies a machine-readable format; a txt format is coerced to json.
The github format emits warning annotations with confidence levels in the
messages. It uses GITHUB_WORKSPACE for repository-relative file locations,
including when a workflow step runs from an application subdirectory.
Other useful flags:
	--private — no update check, no network requests, no cache file written.
Use this in CI and in sandboxed builds.
	--quiet — print a one-line count instead of findings.
	--compact / --flycheck — single-line findings for editors and tooling.
	--strict — treat a file Sobelow cannot parse as a hard error (exit 2) instead of
skipping it. Without it, Sobelow continues with the remaining files and warns
on stderr. SARIF includes file failures in invocation notifications.
	--summary — print file counts on stderr without changing JSON findings.
Counts cover discovered source/template files and selected configuration
paths. scanned means successfully parsed; pending means discovered but
not parsed by an enabled check. Metadata reads such as dependency mixfiles
are cached but are not counted as scanned project source.
	--no-router — for a project with no Phoenix router, such as a plain Elixir
library. Without it Sobelow warns that it cannot find one, on every run. The
router-dependent checks are skipped either way. Set it in .sobelow-conf as
router: :none.
	--include-mix-tasks — also scan lib/mix/tasks/.
	--include-scripts — also scan .exs under lib/, plus source files under
scripts/ and priv/. These paths are opt-in because many projects use them
for build-time code rather than request handling.


  
    
  
  What it will and will not find


Sobelow flags patterns, not proven exploits. It has no cross-function taint
tracking: it decides confidence from the parameters of the enclosing function
only. A value laundered through a helper will usually come back as low confidence
or not at all.
It also does not check dependencies for known CVEs in general — the Vuln.* checks
cover a small fixed set of historical advisories by reading installed dependency
versions or literal Hex versions from mix.lock. For real
dependency scanning use mix hex.audit (retired packages) alongside a dedicated
tool such as MixAudit.
If Sobelow reports nothing, that is not evidence the application is secure. Say so
plainly rather than reporting a clean scan as a security sign-off.

  
    
  
  Getting details on a finding


mix sobelow -d Config.CSRF     # explain one check
mix sobelow --all-details      # explain all of them
mix help sobelow               # flags and the full module list
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  v0.16.0


	Bug fixes	XSS.Raw no longer reports calls to a benign local raw helper with the matching
arity, including defaults, guards, pipes, captures, and inline HEEx. Local
definitions stay within their module; qualified Phoenix calls and
implicitly imported template helpers retain detection. Helpers returning
dynamic {:safe, value} output or wrapping another raw call retain
their caller's original findings, locations, and fingerprints. (#44)
	XSS.SendResp now recognizes put_resp_header(conn, "content-type", type)
on the response connection, including piped, aliased, nested, and assigned
calls. HTML, SVG, malformed, and unknown types still report; other XML
and PDF document types retain low-confidence findings. Discarded, later,
unrelated, locally shadowed, or ambiguously imported setters cannot
suppress findings. Known unrelated response headers retain the connection's
content type, and MIME parameters do not change its classification. (#45)
	XSS.Raw now respects explicit imports of unrelated raw helpers. Unknown
raw macros and delegates retain detection. Older inline lexical contexts
without local-signature metadata remain supported.
	Invalid project roots, roots with no scannable source files, invalid scan
options, and unwritable output files now fail with actionable errors.
	Repeated scans in the same VM now start with fresh findings, template, and
skip state. Malformed sources and templates are skipped with a warning in
non-strict mode, and unreadable files are skipped with a warning.
	Dynamic socket options, literal statements in router pipelines, and access
on a literal keyword list no longer abort scans. Unknown socket options
produce low-confidence findings.
	XSS.SendResp now follows the connection passed to each response and its
content type before that sink. Later or discarded setters cannot suppress
an earlier finding, and rebindings in branches, patterns, callbacks,
generators, and call arguments cannot borrow another connection's content
type. Unchanged bindings, pins, guards, and explicit setters retain their
existing handling.
	HTTPS and HSTS checks now use effective settings for the scanned application
and each endpoint, including ordered overrides and nested keyword merges.
One endpoint cannot satisfy another's settings. Dynamic and conditional
settings produce low-confidence findings. Empty CSP policies are reported.
	Enabled sockets now inherit endpoint origin settings from base, production,
and runtime configuration, including socket/2 and websocket: true.
Explicit socket overrides retain precedence, and
disabled WebSockets remain excluded. Defaults are isolated to each endpoint
module. Origin allowlists and :conn are recognized; an enabled CSRF check
lowers confidence when origin checks are disabled.
	HEEx comments and script/style text no longer change brace-interpolation
scope or introduce findings from literal markup. The
phx-no-curly-interpolation directive is recognized as an attribute name;
the same text inside another attribute's value cannot suppress findings.
Inline columns account for sigil prefixes and heredoc indentation.
	Module-local use and import declarations now apply only to their own
module. Named captures and inline HEEx retain lexical aliases and import
selections, including renamed aliases and imported arity restrictions.
	Lockfile dependency advisories now require the Hex package name to match
the checked dependency, preventing false advisories for package aliases.
Missing or nonliteral versions no longer abort scans.
	Explicit router paths now resolve relative to --root. SARIF locations
are relative to the scan root, or use file URIs for external files. Reserved
filename characters, including #, ?, %, and :, are percent-encoded.
JSON filenames and skip fingerprints are unchanged.
	SARIF's Vuln.CookieRCE rule name now matches its existing result type and
rule ID. Unknown finding types receive a null rule ID instead of raising.
Config.CSRFRoute is now listed in mix help sobelow.
	Optional version checks now verify TLS certificates and hostnames when a
trusted CA store is available, and tolerate malformed responses, cache,
filesystem, and network failures. OTP 24 skips the notification because
it has no built-in CA-store API.


	Enhancements	Added a github output format for GitHub Actions workflow annotations,
with confidence levels and repository-relative finding locations.
	Added detection of raw output in HEEx files and inline ~H sigils,
including body and attribute expressions, legacy EEx, qualified and piped
Phoenix.HTML.raw calls, nested sigils, and Elixir comments. Controller
renders are correlated with embedded *_html templates. Brace
interpolation is disabled in script/style bodies and regions marked with
phx-no-curly-interpolation. Invalid expressions warn and are skipped, or
exit 2 under --strict.
	Added static resolution of renamed and grouped aliases, nested module
inheritance, function-local imports, and only/except arity selections.
Confidence grading follows direct local aliases before a sink. Calls
retain their original ASTs, and implicit Phoenix controller imports retain
their historical detection.
	The existing fixed set of Vuln.* dependency advisories can now read literal
Hex versions from mix.lock when deps/ is unavailable, without evaluating
project code.
	Added --include-mix-tasks and --include-scripts to opt into additional
source paths, and --summary to print file counts on stderr. SARIF now
includes invocation warnings and uses the published OASIS schema URL.
	.sobelow-conf saves and sorted skip rewrites are now atomic, preserve Unix
permissions, and follow symlinks. Unreadable existing skip files are
preserved and produce an actionable error. --legacy-skips retains the
existing append behavior.
	Improved scan speed with shared function call, pipe, parameter, and
confidence analysis; incremental HEEx delimiter parsing; combined
file/module metadata extraction; bounded, ordered file preparation; and
smaller lexical contexts with compatible lookup paths on older OTP.
	Batched finding and fingerprint updates, retaining each function source
once per batch. Quiet output and exit status use confidence counts, and
repeated reports reuse sorted results. Scan settings, enabled checks,
paths, skip lookups, and relevant template snapshots are reused, with
per-worker cache counters to avoid contention. Source, AST, lockfile, and
dependency-version caches are released when the scan finishes or fails.
Existing public finding-log results and output formats are preserved.


	Testing	Expanded regression coverage for output and verbose highlighting, advisory
boundaries, configuration uncertainty, atomic writes, source edge cases,
and scan/lexical context restoration. Added failing regressions and safe
controls for Copilot and adversarial review findings.
	Added release 0.15.0 fixtures for JSON/SARIF output, rule IDs, fingerprints,
and both historical skip formats. Exact fingerprint assertions run on the
captured parser family; output/rule contracts and generated skip round
trips run across the supported matrix. Independent release column captures
qualify older parsers, and highlighting follows each runtime's printer.
	Added compatibility coverage for all 70 pre-extraction public function and
arity pairs on Sobelow and Sobelow.Parse, including traversal callbacks
and default arities.
	Expanded benchmarks to seven workloads and quiet/JSON/SARIF output, with
complete finding and output comparisons, reduction counts, and separate
sampled VM memory. Methodology, measurements, and limits are documented in
bench/README.md; the benchmark entry point is bench/scan.exs.
	Raised line coverage from 85.2% to 98.5%, with a 98% gate on the newest CI
runtime. Coverage excludes only the test harness, documentation-only legacy
module, and developer diff helper. Fixtures are ignored by test discovery.
	Isolated named processes and application configuration in legacy tests to
prevent order-dependent failures on older Elixir versions. Version-check
cache, response, and TLS-option tests make no network requests.
	CI builds and smoke-tests the escript on every supported Elixir/OTP
combination, including exit codes; strict Credo runs on every entry.


	Misc	Split scan discovery, execution, skip-file persistence, and version checks
into focused internal modules. Shared AST helpers now live in source,
metadata, calls, variables, and template modules, with the existing
Sobelow and Sobelow.Parse entry points preserved.
	Consolidated duplicate matchers and worker setup, reused relative-path
handling, and shortened stale comments. Updated contributor and usage
guidance to document the new module boundaries and scan options.




  
    
  
  Upgrade notes


	Newly supported unsafe patterns can produce additional findings. HEEx,
inline templates, lexical resolution, response rebindings, and configuration
fixes can reveal previously missed sinks. Corrected lockfile package matching
can remove false dependency advisories.
	Invalid invocations and failed output writes now fail explicitly. Check
project roots, scan options, and output permissions if an invocation previously
exited successfully without scanning or writing its report.
	Existing check names, finding types, CLI flags, JSON finding fields, original
ASTs, existing finding locations, and current/legacy fingerprint calculations
are preserved. SARIF artifact paths are corrected as described above. The
minimum supported Elixir version remains ~> 1.12.


  
    
  
  v0.15.0


	Bug fixes	Config.Secrets no longer crashes the scan when a secret is written as
anything other than a plain double-quoted string. Heredoc values and values
containing escaped quotes previously raised a MatchError and aborted the
entire run. These secrets are now reported, using the line of the enclosing
config call.
	A corrupt or unreadable version-check cache file no longer aborts the scan.
Sobelow previously printed "This does not appear to be a Phoenix application"
and exited 0 — a CI gate could pass having scanned nothing.
	--strict now reports syntax errors instead of raising. It has been broken
since Elixir 1.13 changed the error shape returned by
Code.string_to_quoted/2. Errors are now reported as file:line:column:.
	A template that cannot be parsed is now skipped (or reported under
--strict) rather than aborting the scan with an EEx.SyntaxError. The
error now names the offending template instead of nofile.
	A malformed .sobelow-conf now produces an actionable message instead of a
raw MatchError stacktrace. This mattered more since v0.14.1 began reading
the file automatically.
	An empty, whitespace-only, or comment-only .sobelow-conf is now read as
no options rather than aborting the scan. Such a file parses to an empty
block instead of a keyword list, so it originally crashed with a
FunctionClauseError and then, once that was fixed, exited 1 with a
configuration error. Since the file is read automatically, a stray
touch .sobelow-conf or a truncated write was enough to break every scan
in a project. Contents that cannot be interpreted are still an error.
	--save-config now stores ignore_files relative to the project root.
Absolute paths were previously baked into .sobelow-conf, breaking the
committed file on every other machine and in CI.
	Config.Secrets now reports the line of the secret itself when a config
call spans multiple lines. The line search compared a tuple against an
integer, so it never worked as intended.
	An unwritable ~/.sobelow no longer fails a scan.
	Fixed a string-interpolation typo that rendered dot-access variables as
conn.${atom_to_string(field)}.
	.sobelow-conf keys are now genuinely sorted alphabetically.
	A .sobelow-conf can no longer stop Sobelow from scanning. --save-config
wrote version into every file it generated, so
mix sobelow --version --save-config produced a committed file that made
every later run print the version and exit 0 — a CI gate reading that
as a clean scan. version, details, all-details, save-config, and
diff choose what Sobelow does rather than configure a scan, and are now
accepted on the command line only. One in the file is ignored, with a
warning when it would have changed anything. version is no longer
written to the file in the first place.
	# sobelow_skip comments are no longer thrown away over whitespace. The
pattern demanded exactly one space after the # and exactly one before
the list, so # sobelow_skip["XSS.Raw"], # sobelow_skip ["XSS.Raw"],
and # sobelow_skip [ "XSS.Raw" ] were all ignored — silently, and
indistinguishably from a skip that had simply not applied. Spacing around
the marker, inside the list, and around commas is now irrelevant.
	SQL.Query no longer reports a project's own query/1 as SQL injection.
An unqualified query/query! call was matched regardless of what it
referred to, so every call to a local function that happened to carry one
of those very ordinary names produced a finding. The unqualified form is
now only considered in a file that has import Ecto.Adapters.SQL or
use Ecto.Repo — the two ways the bare name can actually reach Ecto.
Qualified calls, such as Repo.query/1 and Ecto.Adapters.SQL.query/3,
are unaffected.


	Enhancements	Added --no-router, for scanning a project that has no Phoenix router.
Sobelow warned that it could not find one and offered no way to silence it,
which was noise for plain Elixir libraries. It is shorthand for
--router :none, which can also be set in .sobelow-conf as
router: :none. The router-dependent checks are skipped either way.
	.sobelow-skips is now written in sorted order, so regenerating it after
fixing or adding a finding produces a small diff instead of reshuffling the
file. Entries sort by type, file, and line number — numerically, so line 10
follows line 9 rather than line 1. The whole file is sorted, not just the
newly added entries, so the ordering holds however many times it is
regenerated. Comments and pre-v0.14 bare-fingerprint lines are preserved.
Pass --legacy-skips for the previous append-only behaviour, which never
rewrites lines it did not add.
	# sobelow_skip comments now work on Phoenix router pipelines, not just
functions. This makes Config.CSRF, Config.Headers, and Config.CSP
suppressible per pipeline instead of only via --mark-skip-all, so an API
pipeline that legitimately has no :protect_from_forgery can be annotated
in place. Listing the parent Config module skips every Config check on
that pipeline. As with function-level skips, this only takes effect under
--skip.
	A # sobelow_skip comment that cannot be read now warns on stderr, naming
the file and line, instead of being dropped without a word. Single quotes
and a list broken across several comment lines are still not accepted, but
they now say so rather than leaving you to wonder why the finding came
back.
	--private now skips the version check entirely rather than still writing
the cache file. It makes no network requests and touches no files outside
the scanned project.
	SOBELOW_HOME is now documented, and is treated as the directory holding
the version-check cache.
	Added usage-rules.md, following the usage_rules convention, so projects
using AI coding assistants can pull Sobelow's guidance into their agent's
context with mix usage_rules.sync. It is shipped in the Hex package.
	Added AGENTS.md documenting the checker-module contract for contributors.
	Added support for Elixir v1.20.x.


	Testing	Added an end-to-end test harness (Sobelow.ScanCase) that runs full scans
against fixture applications under test/fixtures/apps, plus regression
coverage for every bug above. Line coverage went from 29% to 67%.
	Added coverage for CLI option parsing, .sobelow-conf precedence, --exit
and --threshold mapping, and the json/sarif/quiet/txt renderers.
	Added end-to-end coverage for pipeline-level # sobelow_skip comments, and
unit coverage for how skips associate with pipelines in the AST.
	Sobelow.ScanCase.temp_fixture_file/3 now restores a committed fixture's
original contents instead of deleting the file, so a test can vary a
checked-in fixture without destroying it.


	Misc	Replaced the deprecated :preferred_cli_env project key with def cli.
	Bumped credo to ~> 1.7.19; 1.7.12 crashed on Elixir 1.20.
	Removed a dead Elixir 1.5 version guard and fixed an always-true conditional
in the SARIF renderer.




  
    
  
  Upgrade notes


	Config.Secrets line numbers may change for config calls that span
multiple lines, and for files where the same secret value appears more than
once. Finding fingerprints include the line number, so any affected
.sobelow-skips entries will stop matching and those findings will resurface.
Re-run mix sobelow --mark-skip-all if you rely on a committed skip file.
	Secrets that previously crashed the scan are now reported. If a heredoc or
escaped-quote secret exists in your config, you will see new findings where the
scan previously failed outright.
	SOBELOW_HOME semantics changed from "path to the cache file" to "directory
holding the cache file". The previous behaviour raised a MatchError for the
natural usage, so this is unlikely to affect anyone.


  
    
  
  v0.14.1


	Enhancements	Implicitly use .sobelow-conf if detected in the root directory rather than
require --config switch. The --no-config switch is still supported to
prevent any settings from being read in from the file if needed.
	Added guidance for warn_if_outdated option in mix deps
	Added support for Elixir v1.19.x


	Bug fixes	Handled extra config options for app releases in mix.exs
	Properly handle the use of CLI switches and config file settings in the same run.
These would previously clobber each other in unapparent ways leading to
confusing behavior. CLI switch take precedence.
	.sobelow-conf now sorted alphabetically
	Fix edwarning from zero argument functions
	Fixed broken skip funcationality
	Fixed broken GitHub Actions CI


	Misc	Typo fix




  
    
  
  v0.14.0


	Removed	Support for minimum Elixir versions 1.7 - 1.11 (POTENTIALLY BREAKING - only applies if you relied on Elixir 1.7 through 1.11, 1.12+ is still supported)


	Enhancements	Added support for multiple variations of SQL.query()
	Added support for System.shell' command introduced in Elixir v1.12 * Ignore runtime config duringConfig.HSTS* Updated developer dependencies (exdoc&credo) * Bug fixes * Fixedis_endpoint?error in main * Fixed findings normalization bug * Fixed truncation error * Misc * GitHub Actions test matrix updated (hence the large drop in support for old Elixir versions) * Addressed compiler warnings from Elixir v1.18.x * Moved frommasterbranch tomain## v0.13.0 * Removed * Support for minimum Elixir versions 1.5 & 1.6 (**POTENTIALLY BREAKING** - only applies if you relied on Elixir 1.5 or 1.6, 1.7+ is still supported) * Enhancements * Fixed allcredowarnings * Implemented allcredo` "Code Readability" adjustments
* Took advantage of _some credo refactoring opportunities
 Added (sub)module documentation that was missing for some vulnerabilities and unified presentation of others
 Bug fixes
 Fixed --details / -d not displaying correct information
 Fixed incompatibility issue with Elixir 1.15
 Misc
 Added mix credo --strict to project
 Improvements to GitHub CI
 Hex Audit
 Compiler Warnings as Errors
 Checks Formatting
 Added helper mix test.all alias

## v0.12.2
 Bug fixes
 Removed :castore and introduced :verify_none to quiet warning and unblock escript usage, see #133 for more context on why this is necessary

## v0.12.1
 Bug fixes
 Lowered required version of :castore to remove upgrade path issues
 Reconfigured :verify_peer to actually use CAStore and remove warning

## v0.12.0
 Removed
 Support for minimum Elixir version 1.4 (POTENTIALLY BREAKING - only applies if you relied on Elixir 1.4, 1.5+ is still supported)
 Enhancements
 Adds support for HEEx to XSS.Raw
 Adds --version CLI flag
 README Improvements
 Umbrella App usage
 Clearer installation process
 Layout changes
 Updated dependencies
 Bug fixes
 Adds to_string() to exit_on
 Sets SSL opt verify_peer in version check
 Reworks -v, --verbose printing to not use the now deprecated Macro.to_string/2
 Misc
 Allows atom values for threshold in config file
 Uses SPDX ID for licenses in mixfile
 Fixed typo

## v0.11.2
 Enhancements
 Simplify --flycheck output to align with expected format

## v0.11.1
 Enhancements
 Sarif output with --out flag
 --strict flag, which throws compilation errors instead of suppressing them.

## v0.11.0
 Enhancements
 Sarif output for GitHub integration
 --flycheck flag, which reverses output of --compact
 Bug fixes
 Non-compiling files now return an empty syntax tree instead of
causing Sobelow errors.
 Command Injection finding description are properly formatted
 Misc
 If you use Sobelow as a standalone utility (i.e. not as part of
a Phoenix application), you now need to install as an escript with
mix escript.install hex sobelow.
 Custom JSON serialization replaced with Jason.

## v0.10.6
 Bug fixes
 Handle nil config case

## v0.10.5
 Misc
 Update code to clean up deprecation warnings

## v0.10.4
 Enhancements
 Sobelow is now smarter about cross-site websocket hijacking
 Update URL for CSRF description

## v0.10.3
 Bug fixes
 Fix directory structure issue in umbrella applications
 Handle function capture edge cases

## v0.10.2
 Bug fixes
 Fix a format error in JSON output encoding

## v0.10.1
 Bug fixes
 Sobelow will use ".sobelow-skips" instead of ".sobelow" in your root directory for --mark-skip-all

## v0.10.0
 Enhancements
 Sobelow now uses "~/.sobelow/sobelow-vsn-check" for update checks
 The ".sobelow" file in your project root is for --mark-skip-all only

## v0.9.3
 Enhancements
 Improved checks for all aliased functions

 Bug Fixes
 JSON output for Raw findings is now properly normalized
 send_download correctly flags aliased function calls
 send_download now correctly flags piped functions

## v0.9.2
 Bug Fixes
 Fix error that resulted from redefining imported functions

## v0.9.1
 Bug Fixes
 Revert umbrella app recursion

## v0.9.0
 Enhancements
 Add --mark-skip-all and --clear-skip flags
 New CSRF via action reuse checks
 Sobelow can now be run in umbrella apps

 Bug Fixes
 Fix an error when printing some kinds of variables

## v0.8.0
 Enhancements
 Improve output consistency
   All JSON findings contain type, file, and line keys
   "Line" output now refers directly to the vulnerable line
   Default output headers have been normalized

Note: If you depend on the structure of the output, this
may be a breaking change. More information can be found at
https://sobelow.io.

## v0.7.8
 Enhancements
 Add --threshold flag
 Add module names to finding output

 Deprecations
 File/Path check has been deprecated

 Bug Fixes
 Fix inaccurate CSRF details

## v0.7.7
 Enhancements
 Add check for insecure websocket settings

 Bug Fixes
 Accept module attributes for application name

## v0.7.6

 Bug Fixes
 Fix issue that suppressed output options when config files were in use

## v0.7.5

 Misc
 Sobelow will now only halt when --exit flag is used

## v0.7.4

 Bug Fixes
 Log hardcoded secrets for txt output

## v0.7.3

 Misc
 Tweaks to --out flag.

## v0.7.2

 Enhancements
 Add router path to config findings
 Add --out flag for writing to file

## v0.7.1

 Enhancements
 Improved handling of JSON format
 Additional checks for File functions

## v0.7.0

 Enhancements
 Improved handling of vulnerabilities within templates.

 Bug Fixes
 Sobelow no longer incorrectly flags :binary send_download functions.

## v0.6.9

 Enhancements
 Improve template parsing and validation.
 Support multiple routers, and improve route discovery.

 Misc.
 Update language for missing directory.

## v0.6.8

 Bug Fixes
 Fix bug in the handling of certain piped functions.
 Revert not/in update that broke Elixir 1.4 compatibility.

## v0.6.7

 Enhancements
 Remove banner print from JSON format.

 Bug Fixes
 Fix error that occurred with certain function names in JSON format.

## v0.6.6

 Enhancements
 Add check for directory traversal via send_download
 Add check for missing Content-Security-Policy
 Check additional XSS vectors

## v0.6.5

 Bug Fixes
 Allow RCE module to be appropriately ignored.

## v0.6.4

 Enhancements
 Set timeout for version check.

## v0.6.3

 Enhancements
 Add RCE module to check for code execution via Code and EEx.

 Deprecations
* The --with-code flag has been changed to --verbose. The --with-code
flag will continue to work as expected until v1.0.0, but will print a
warning message.
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Sobelow is a static analysis tool for discovering
vulnerabilities in Phoenix applications.
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Command Injection
Command Injection vulnerabilities are a result of
passing untrusted input to an operating system shell,
and may result in complete system compromise.
Read more about Command Injection here:
https://www.owasp.org/index.php/Command_Injection
If you wish to learn more about the specific vulnerabilities
found within the Command Injection category, you may run the
following commands to find out more:
  $ mix sobelow -d CI.OS
  $ mix sobelow -d CI.System
Command Injection checks of all types can be ignored with the
following command:
$ mix sobelow -i CI
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Command Injection in :os.cmd
This submodule of the CI module checks for Command Injection
vulnerabilities through usage of the :os.cmd function.
Ensure the the command passed to :os.cmd is not user-controlled.
:os.cmd Injection checks can be ignored with the following command:
$ mix sobelow -i CI.OS
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Command Injection via System
This submodule of the CI module checks for Command Injection
vulnerabilities through usage of the System.cmd function.
Ensure the the command passed to System.cmd is not user-controlled.
System.cmd Injection checks can be ignored with the following command:
$ mix sobelow -i CI.System
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Configuration
Submodules contained within this vulnerability type
are related to common insecurities found in how
Phoenix applications are configured.
This can include things like missing headers,
insecure cookies, and more.
If you wish to learn more about the specific vulnerabilities
found within the Configuration category, you may run the
following commands to find out more:
      $ mix sobelow -d Config.CSP
      $ mix sobelow -d Config.CSRF
      $ mix sobelow -d Config.CSRFRoute
      $ mix sobelow -d Config.CSWH
      $ mix sobelow -d Config.Headers
      $ mix sobelow -d Config.Secrets
      $ mix sobelow -d Config.HTTPS
      $ mix sobelow -d Config.HSTS
Configuration checks of all types can be ignored with the
following command:
$ mix sobelow -i Config
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Missing Content-Security-Policy
Content-Security-Policy is an HTTP header that helps mitigate
a number of attacks, including Cross-Site Scripting.
Read more about CSP here:
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
Missing Content-Security-Policy is flagged by sobelow when
a pipeline implements the :put_secure_browser_headers plug,
but does not provide a Content-Security-Policy header in the
custom headers map.
When it comes to CSP, just about any policy is better than none.
If you are unsure about which policy to use, the following
mitigates most typical XSS vectors:
plug :put_secure_browser_headers, %{"content-security-policy" => "default-src 'self'"}
Documentation on the put_secure_browser_headers plug function
can be found here:
https://hexdocs.pm/phoenix/Phoenix.Controller.html#put_secure_browser_headers/2
Content-Security-Policy checks can be ignored with the following command:
$ mix sobelow -i Config.CSP

False positives can be ignored at the pipeline level by
adding a # sobelow_skip comment:
# sobelow_skip ["Config.CSP"]
pipeline :browser do
  ...
end
This requires the --skip flag. Listing the parent Config
module instead skips every Config check on that pipeline.
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Cross-Site Request Forgery
In a Cross-Site Request Forgery (CSRF) attack, an untrusted
application can cause a user's browser to submit requests or perform
actions on the user's behalf.
Read more about CSRF here:
https://owasp.org/www-community/attacks/csrf
Cross-Site Request Forgery is flagged by sobelow when
a pipeline fetches a session, but does not implement the
:protect_from_forgery plug.
CSRF checks can be ignored with the following command:
$ mix sobelow -i Config.CSRF

False positives can be ignored at the pipeline level by
adding a # sobelow_skip comment:
# sobelow_skip ["Config.CSRF"]
pipeline :api do
  ...
end
This requires the --skip flag. Listing the parent Config
module instead skips every Config check on that pipeline.
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Cross-Site Request Forgery
In a Cross-Site Request Forgery (CSRF) attack, an untrusted
application can cause a user's browser to submit requests or perform
actions on the user's behalf.
Read more about CSRF here:
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
This type of CSRF is flagged by sobelow when state-changing
routes share an action with GET-based routes. For example:
get "/users", UserController, :new
post "/users", UserController, :new
In this instance, it may be possible to trigger the POST
functionality with a GET request and query parameters.
CSRF checks can be ignored with the following command:
$ mix sobelow -i Config.CSRFRoute
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Cross-Site Websocket Hijacking
Websocket connections are not bound by the same-origin policy.
Connections that do not validate the origin may leak information
to an attacker.
More information can be found here: https://www.christian-schneider.net/CrossSiteWebSocketHijacking.html
Cross-Site Websocket Hijacking checks can be disabled with
the following command:
$ mix sobelow -i Config.CSWH
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HSTS
The HTTP Strict Transport Security (HSTS) header helps
defend against man-in-the-middle attacks by preventing
unencrypted connections.
HSTS checks can be ignored with the following command:
$ mix sobelow -i Config.HSTS


      


      
        Summary


  
    Functions
  


    
      
        details()

      


    


    
      
        id()

      


    


    
      
        rule()

      


    


    
      
        run(dir_path, configs)

      


    





      


      
        Functions

        


  
    
      
    
    
      details()



        
          
        

    

  


  


  



  
    
      
    
    
      id()



        
          
        

    

  


  


  



  
    
      
    
    
      rule()



        
          
        

    

  


  


  



  
    
      
    
    
      run(dir_path, configs)



        
          
        

    

  


  


  


        

      


  

    
Sobelow.Config.HTTPS 
    



      
HTTPS
Without HTTPS, attackers in a privileged network position can
intercept and modify traffic.
Sobelow detects missing HTTPS by checking the prod
configuration.
HTTPS checks can be ignored with the following command:
$ mix sobelow -i Config.HTTPS
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Missing Secure HTTP Headers
By default, Phoenix HTTP responses contain a number of
secure HTTP headers that attempt to mitigate XSS,
click-jacking, and content-sniffing attacks.
Missing Secure HTTP Headers is flagged by sobelow when
a pipeline accepts "html" requests, but does not implement
the :put_secure_browser_headers plug.
Secure Headers checks can be ignored with the following
command:
$ mix sobelow -i Config.Headers

False positives can be ignored at the pipeline level by
adding a # sobelow_skip comment:
# sobelow_skip ["Config.Headers"]
pipeline :browser do
  ...
end
This requires the --skip flag. Listing the parent Config
module instead skips every Config check on that pipeline.
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Hard-coded Secrets
In the event of a source-code disclosure via file read
vulnerability, accidental commit, etc, hard-coded secrets
may be exposed to an attacker. This may result in
database access, cookie forgery, and other issues.
Sobelow detects missing hard-coded secrets by checking the prod
configuration.
Hard-coded secrets checks can be ignored with the following command:
$ mix sobelow -i Config.Secrets
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Denial of Service
The Denial of Service (DOS) attack is focused on making a
resource (site, application, server) unavailable for the
purpose it was designed.
Read more about Denial of Service here:
https://owasp.org/www-community/attacks/Denial_of_Service
If you wish to learn more about the specific vulnerabilities
found within the Denial of Service category, you may run the
following commands to find out more:
    $ mix sobelow -d DOS.StringToAtom
    $ mix sobelow -d DOS.ListToAtom
    $ mix sobelow -d DOS.BinToAtom
Denial of Service checks of all types can be ignored with the
following command:
$ mix sobelow -i DOS
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Denial of Service via Unsafe Atom Interpolation
In Elixir, atoms are not garbage collected. As such, if user input
is used to create atoms (as in :"foo#{bar}", or in :erlang.binary_to_atom),
it may result in memory exhaustion. Prefer the String.to_existing_atom
function for untrusted user input.
Atom interpolation checks can be ignored with the following command:
$ mix sobelow -i DOS.BinToAtom
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Denial of Service via List.to_atom
In Elixir, atoms are not garbage collected. As such, if user input
is passed to the List.to_atom function, it may result in memory
exhaustion. Prefer the List.to_existing_atom function for untrusted
user input.
List.to_atom checks can be ignored with the following command:
$ mix sobelow -i DOS.ListToAtom
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Denial of Service via String.to_atom
In Elixir, atoms are not garbage collected. As such, if user input
is passed to the String.to_atom function, it may result in memory
exhaustion. Prefer the String.to_existing_atom function for untrusted
user input.
String.to_atom checks can be ignored with the following command:
$ mix sobelow -i DOS.StringToAtom
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IO helpers. Mostly mirror Mix.Shell.IO, but Mix will not always be available
to Sobelow.
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Miscellaneous
This suite of tests is to be a catch-all for
checks that don't fall neatly into the other
detection categories.
If you wish to learn more about the specific vulnerabilities
found within the Miscellaneous category, you may run the
following commands to find out more:
      $ mix sobelow -d Misc.BinToTerm
Miscellaneous checks of all types can be ignored with the
following command:
$ mix sobelow -i Misc
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Insecure use of binary_to_term
If user input is passed to Erlang's binary_to_term function
it may result in memory exhaustion or code execution. Even with
the :safe option, binary_to_term will deserialize functions,
and shouldn't be considered safe to use with untrusted input.
binary_to_term checks can be ignored with the following command:
$ mix sobelow -i Misc.BinToTerm
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Insecure use of File and Path
Note: This check has been deprecated. File/Path issues were
addressed with the release of OTP 21.
In Elixir, File methods are null-terminated, while Path
functions are not. This may cause security issues in certain
situations. For example:
user_input = "/var/www/secret.txt\0/name"

path = Path.dirname(user_input)
public_file = path <> "/public.txt"

File.read(public_file)
Because Path functions are not null-terminated, this
will attempt to read the file, "/var/www/secret.txt\0/public.txt".
However, due to the null-byte termination of File functions
"secret.txt" will ultimately be read.
File/Path checks can be ignored with the following command:
$ mix sobelow -i Misc.FilePath
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Remote Code Execution
Remote Code Execution vulnerabilities are a result of
untrusted user input being executed or interpreted by
the system and may result in complete system compromise.
If you wish to learn more about the specific vulnerabilities
found within the Remote Code Execution category, you may run the
following commands to find out more:
    $ mix sobelow -d RCE.EEx
    $ mix sobelow -d RCE.CodeModule
Remote Code Execution checks of all types can be ignored with the
following command:
$ mix sobelow -i RCE
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Code Execution in eval function
Arbitrary strings passed to the Code.eval_* functions can be
executed as malicious code.
Ensure the the code passed to the function is not user-controlled
or remove the function call completely.
Read more about Elixir RCE here:
https://erlef.github.io/security-wg/secure_coding_and_deployment_hardening/sandboxing
Code Execution checks can be ignored with the following command:
$ mix sobelow -i RCE.CodeModule
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Insecure EEx evaluation
If user input is passed to EEx eval functions, it may result in
arbitrary code execution. The root cause of these issues is often
directory traversal.
EEx checks can be ignored with the following command:
$ mix sobelow -i RCE.EEx
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SQL Injection
SQL Injection occurs when untrusted input is interpolated
directly into a SQL query. In a typical Phoenix application,
this would mean using the Ecto.Adapters.SQL.query method
and not using the parameterization feature.
Read more about SQL injection here:
https://www.owasp.org/index.php/SQL_Injection
If you wish to learn more about the specific vulnerabilities
found within the SQL Injection category, you may run the
following commands to find out more:
      $ mix sobelow -d SQL.Query
      $ mix sobelow -d SQL.Stream
SQL Injection checks of all types can be ignored with the following command:
$ mix sobelow -i SQL
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SQL Injection in Query
This submodule of the SQL module checks for SQL injection
vulnerabilities through usage of the Ecto.Adapters.SQL.query
and Ecto.Adapters.SQL.query!.
Ensure that the query is parameterized and not user-controlled.
Calls are matched when they are qualified — Repo.query(sql) or
Ecto.Adapters.SQL.query(Repo, sql, []). A bare query(...) is only treated
as Ecto's in a file that has import Ecto.Adapters.SQL or use Ecto.Repo,
since otherwise the name almost always belongs to a function of the project's
own.
SQLi Query checks can be ignored with the following command:
$ mix sobelow -i SQL.Query
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SQL Injection in Stream
This submodule of the SQL module checks for SQL injection
vulnerabilities through usage of the Ecto.Adapters.SQL.stream.
Ensure that the query is parameterized and not user-controlled.
SQLi Stream checks can be ignored with the following command:
$ mix sobelow -i SQL.Stream
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Path Traversal
Path traversal vulnerabilities are a result of
interacting with the filesystem using untrusted input.
This class of vulnerability may result in file disclosure,
code execution, denial of service, and other issues.
Read more about Path Traversal here:
https://www.owasp.org/index.php/Path_Traversal
If you wish to learn more about the specific vulnerabilities
found within the Path Traversal category, you may run the
following commands to find out more:
      $ mix sobelow -d Traversal.SendFile
      $ mix sobelow -d Traversal.FileModule
      $ mix sobelow -d Traversal.SendDownload
Path Traversal checks of all types can be ignored with the following command:
$ mix sobelow -i Traversal
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Directory Traversal in File function
This submodule checks for directory traversal vulnerabilities in the File
module.
Ensure that the path passed to File functions is not user-controlled.
File checks can be ignored with the following command:
$ mix sobelow -i Traversal.FileModule
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Directory Traversal in send_download
This submodule checks for directory traversal vulnerabilities in the
send_download function of a Phoenix Controller.
Ensure that the path passed to send_download is not user-controlled.
Send Download checks can be ignored with the following command:
$ mix sobelow -i Traversal.SendDownload
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Directory Traversal in send_file
This submodule checks for directory traversal vulnerabilities in the
send_file function.
Ensure that the path passed to send_file is not user-controlled.
Send File checks can be ignored with the following command:
$ mix sobelow -i Traversal.SendFile
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Known Vulnerable Dependencies
An application with known vulnerabilities is more easily subjected
to automated or targeted attacks.
If you wish to learn more about the specific vulnerabilities
found within the Known Vulnerable Dependencies category, you may run the
following commands to find out more:
      $ mix sobelow -d Vuln.PlugNull
      $ mix sobelow -d Vuln.CookieRCE
      $ mix sobelow -d Vuln.HeaderInject
      $ mix sobelow -d Vuln.Redirect
      $ mix sobelow -d Vuln.Coherence
      $ mix sobelow -d Vuln.Ecto
Known Vulnerable checks of all types can be ignored with the following command:
$ mix sobelow -i Vuln
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Coherence Version Vulnerable to Privilege Escalation
For more information visit:
https://github.com/advisories/GHSA-mrq8-53r4-3j5m
Coherence checks can be ignored with the following command:
$ mix sobelow -i Vuln.Coherence
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Plug Version Vulnerable to Arbitrary Code Execution in Cookie Serialization
For more information visit:
https://github.com/advisories/GHSA-5v4m-c73v-c7gq
Cookie RCE checks can be ignored with the following command:
$ mix sobelow -i Vuln.CookieRCE
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Ecto Version Lacks Protection Mechanism
For more information visit:
https://github.com/advisories/GHSA-2xxx-fhc8-9qvq
Ecto checks can be ignored with the following command:
$ mix sobelow -i Vuln.Ecto
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Plug Version Vulnerable to Header Injection
For more information visit:
https://github.com/advisories/GHSA-9h73-w7ch-rh73
Header Injection checks can be ignored with the following command:
$ mix sobelow -i Vuln.HeaderInject
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Plug Version Vulnerable to Null Byte Injection
For more information visit:
https://github.com/advisories/GHSA-2q6v-32mr-8p8x
Null Byte Injection checks can be ignored with the following command:
$ mix sobelow -i Vuln.PlugNull
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Phoenix Version Vulnerable to Arbitrary URL Redirection
For more information visit:
https://github.com/advisories/GHSA-cmfh-8f8r-fj96
URL Redirection checks can be ignored with the following command:
$ mix sobelow -i Vuln.Redirect
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Cross-Site Scripting
Cross-Site Scripting (XSS) vulnerabilities are a result
of rendering untrusted input on a page without proper encoding.
XSS may allow an attacker to perform actions on behalf of
other users, steal session tokens, or access private data.
Read more about XSS here:
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
If you wish to learn more about the specific vulnerabilities
found within the Cross-Site Scripting category, you may run the
following commands to find out more:
      $ mix sobelow -d XSS.SendResp
      $ mix sobelow -d XSS.ContentType
      $ mix sobelow -d XSS.Raw
      $ mix sobelow -d XSS.HTML
XSS checks of all types can be ignored with the following command:
$ mix sobelow -i XSS
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Sobelow.XSS.ContentType 
    



      
XSS in put_resp_content_type
If an attacker is able to set arbitrary content types for an
HTTP response containing user input, the attacker is likely to
be able to leverage this for cross-site scripting (XSS).
For example, consider an endpoint that returns JSON with user
input:
{"json": "user_input"}
If an attacker can control the content type set in the HTTP
response, they can set it to "text/html" and update the
JSON to the following in order to cause XSS:
{"json": "<script>alert(document.domain)</script>"}
Content Type checks can be ignored with the following command:
$ mix sobelow -i XSS.ContentType
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XSS in html
This submodule looks for XSS vulnerabilities in html
calls from the Phoenix Controller.
HTML checks can be ignored with the following command:
$ mix sobelow -i XSS.HTML
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XSS in raw
This submodule checks for the use of raw in templates
as this can lead to XSS vulnerabilities if taking user input.
Recognized local helpers and explicit imports of unrelated raw functions
are excluded. A local helper that returns dynamic {:safe, value} output or
calls another raw function retains its caller's finding. Unresolved raw
macros and delegates remain possible sinks.
Raw checks can be ignored with the following command:
$ mix sobelow -i XSS.Raw
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XSS in send_resp
This submodule looks for XSS vulnerabilities in the body
argument of Conn.send_resp.
A known data content type on the response connection suppresses the finding.
Both put_resp_content_type and put_resp_header with the literal
"content-type" header are recognized. HTML and SVG retain their confidence;
dynamic, malformed, and other scriptable document types remain low-confidence
findings.
SendResp checks can be ignored with the following command:
$ mix sobelow -i XSS.SendResp
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Sobelow is a static analysis tool for discovering
vulnerabilities in Phoenix applications.
This tool should be run in the root of the project directory
with the following command:
mix sobelow

  
    
  
  Command line options


	--root -r - Specify application root directory
	--verbose -v - Print vulnerable code snippets
	--ignore -i - Ignore modules
	--ignore-files - Ignore files
	--include-mix-tasks - Scan files under lib/mix/tasks
	--include-scripts - Scan .exs files and the scripts/ and priv/ directories
	--details -d - Get module details
	--all-details - Get all module details
	--private - Skip update checks
	--summary - Print file scan counts on stderr
	--strict - Exit when bad syntax is encountered
	--mark-skip-all - Mark all printed findings as skippable
	--clear-skip - Clear configuration added by --mark-skip-all
	--legacy-skips - Append to .sobelow-skips instead of rewriting it sorted
	--skip - Skip functions/Phoenix pipelines flagged with #sobelow_skip or tagged with --mark-skip-all
	--router - Specify router location
	--no-router - Scan a project that has no Phoenix router, suppressing the
"cannot find the router" warning. Equivalent to --router :none
	--exit - Return non-zero exit status
	--threshold - Only return findings at or above a given confidence level
	--format - Specify findings output format (txt, json, sarif, github,
quiet, compact, or flycheck)
	--quiet - Return no output if there are no findings
	--compact - Minimal, single-line findings
	--save-config - Generates a configuration file based on command line options
	--[no-]config - Run Sobelow with or without the configuration file.
	--version - Output current version of Sobelow


  
    
  
  Ignoring modules


If specific modules, or classes of modules are not relevant
to the scan, it is possible to ignore them with a
comma-separated list.
mix sobelow -i XSS.Raw,Traversal

  
    
  
  Supported modules


	XSS
	XSS.Raw
	XSS.SendResp
	XSS.ContentType
	XSS.HTML
	SQL
	SQL.Query
	SQL.Stream
	Config
	Config.CSRF
	Config.CSRFRoute
	Config.Headers
	Config.CSP
	Config.HTTPS
	Config.HSTS
	Config.Secrets
	Config.CSWH
	Vuln
	Vuln.CookieRCE
	Vuln.HeaderInject
	Vuln.PlugNull
	Vuln.Redirect
	Vuln.Coherence
	Vuln.Ecto
	Traversal
	Traversal.SendFile
	Traversal.FileModule
	Traversal.SendDownload
	Misc
	Misc.BinToTerm
	Misc.FilePath
	RCE.EEx
	RCE.CodeModule
	CI
	CI.System
	CI.OS
	DOS
	DOS.StringToAtom
	DOS.ListToAtom
	DOS.BinToAtom
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